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PRIVACY POLICY
How Movcar collects, uses, and protects personal data

Version 3.1 — Effective: 1 August 2026

Below you will find our Privacy Policy outlining how personal data is processed when you use the website 
www.movcar.app (“the Website”) and the Movcar mobile application (“the Application”).

1. Data Controller

In the course of its activity, Limitless Solutions SRL, in its capacity as data controller, processes your personal 
data when you access the Website and the Application.

Limitless Solutions SRL ensures the observance of all principles and legislation regarding the protection of 
personal data, as regulated by Law 190/2018 and Regulation (EU) 2016/679 (GDPR). This policy will be updated 
as needed and the latest version published on the Movcar website.

Field Detail

Registered Office București, Sector 1, Str. Ion Câmpineanu Nr. 25, Camera 1, Modul M15, 
Bloc 9, Scara A, Etaj 15, Ap. 87, Romania

Trade Register J40/4423/2019

CUI 40902525

EU VAT Number RO41214494

Contact support@movcar.app

2. Data Hosting and Residency

All platform content — including your account data, vehicle records, fleet data, expense records, and uploaded 
documents — is stored and processed exclusively within the European Union, using Amazon Web Services (AWS) 
EU data centres.

A limited number of providers used to deliver specific supporting functions — payment processing, transactional 
email delivery, error monitoring, and website analytics and advertising — process a narrow set of operational 
data outside the European Economic Area, including in the United States. This is described in full in Section 12 
(Third-Party Sharing and Sub-processors) and Section 13 (International Data Transfers). We do not transfer your 
uploaded documents, vehicle records, or fleet data outside the EEA.

Physical security of the data centres is managed by AWS (access control, CCTV, environmental controls). Data is 
encrypted both in transit (HTTPS/TLS/SSL) and at rest (AES-256 for sensitive data).

3. Our Role: Controller and Processor

Movcar as data controller. When you create an account, visit our Website, or interact with us directly, Movcar 
collects and processes your personal data for its own purposes (account management, billing, platform 
improvement, marketing). This Privacy Policy describes that processing.
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Movcar as data processor. When a company (our customer) uses Movcar to manage its fleet and uploads 
personal data of its employees, drivers, or other individuals, the company is the data controller and Movcar is 
the data processor. That processing is governed by our Data Processing Agreement (DPA), available on the 
Movcar website. If you are a driver or employee whose data has been uploaded by your employer, please 
contact your employer directly to exercise your data rights.

4. Categories of Personal Data Collected

The personal data we process may vary depending on your interaction with the platform. As a data controller, 
we may collect:

• Identification and contact details: Name, surname, email address, mobile phone number, domicile or 
residence address.

• Account data: Login credentials, account preferences, subscription plan.

• Financial data: Billing information as necessary for subscription management. Payment card details are 
processed by Stripe and are not stored by Movcar.

• Asset data: Vehicle details such as brand, model, year, registration number, and insurance information.

• Activity data: Platform usage data, feature interactions, and activity logs.

• Device data: IP address, browser type, device type, operating system.

5. Sources of Data

Directly from you: Personal data provided during account creation, contact form submissions, support requests, 
or general use of the platform.

Automatically collected: Technical data such as IP address, browser type, and device information, collected 
automatically when you access the Website or Application.

6. Third-Party Data

If you provide personal data of third parties when using the platform (e.g., driver information, employee details), 
you are responsible for ensuring that you have the necessary consent or legal basis to share that information. 
You must ensure that those individuals have been informed about the processing of their data through the 
Movcar platform.

7. Purposes and Legal Basis for Processing

Purpose Description Legal Basis

Providing services Processing necessary to deliver the 
platform, manage your account, and 
provide agreed functionality

Contractual necessity (Art. 6(1)
(b) GDPR)

Billing and payments Processing subscription payments via 
Stripe

Contractual necessity (Art. 6(1)
(b) GDPR)

Service improvement Analysing usage patterns and feedback to 
improve platform features and 
performance

Legitimate interest (Art. 6(1)(f) 
GDPR)
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Purpose Description Legal Basis

Marketing Sending newsletters and promotional 
information (name, email, phone)

Consent (Art. 6(1)(a) GDPR)

Legal obligations Fulfilling tax, accounting, or regulatory 
requirements

Legal obligation (Art. 6(1)(c) 
GDPR)

Security and fraud 
prevention

Monitoring for suspicious activity, 
protecting the platform

Legitimate interest (Art. 6(1)(f) 
GDPR)

We will not use your personal data for purposes other than those listed above without informing you and, where 
required, obtaining your consent.

8. Data Security

We implement technical and organisational measures to protect the personal data we process, including:

• Encryption in transit (HTTPS/TLS/SSL) and at rest (AES-256 for sensitive data)

• Access controls with multi-factor authentication for administrative access

• Network segmentation between production and non-production environments

• Daily automated backups stored within the EU

• Continuous security monitoring (AWS GuardDuty, CloudWatch, CloudTrail)

While we take extensive measures to protect your data, no method of transmission over the internet or 
electronic storage is completely secure. We cannot guarantee absolute security, but we are committed to 
maintaining appropriate protections commensurate with the sensitivity of the data.

8.1 Your responsibilities

The security of your account also depends on you. You are responsible for keeping your login credentials 
confidential, for enabling multi-factor authentication where offered, for granting platform access only to 
individuals who need it, and for promptly notifying us at support@movcar.app if you suspect that your account 
has been accessed without authorisation.

8.2 Personal data breaches

In the event of a personal data breach affecting your personal data, we will notify the competent supervisory 
authority without undue delay and, where feasible, within 72 hours of becoming aware of the breach, in 
accordance with Article 33 GDPR. Where the breach is likely to result in a high risk to your rights and freedoms, 
we will also notify you without undue delay, in accordance with Article 34 GDPR.

Where Movcar acts as a processor on behalf of a business customer, we will notify that customer without undue 
delay after becoming aware of a breach, as set out in the DPA, and the customer is responsible for notifying the 
supervisory authority and affected individuals.

9. Data Retention

We retain personal data only for as long as necessary to fulfil the purposes for which it was collected:

• Contractual data (account, vehicle, subscription): For the duration of the contractual relationship plus 
up to 5 years thereafter, to comply with legal obligations (tax, accounting, potential claims).

• Consent-based data (marketing): Until you withdraw your consent or for a maximum of 5 years, 
whichever comes first.
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• Technical and activity logs: Retained for up to 12 months for security and service improvement 
purposes.

• Inactive accounts: Accounts inactive for 2 years may be deleted following a 30-day notice period, as 
described in our Terms & Conditions.

When the retention period expires or the purpose of processing no longer applies, personal data will be securely 
deleted or anonymised. Copies held in automated backup systems are overwritten in accordance with our 
standard backup retention cycle and are not actively processed in the meantime.

10. Your Rights

As a data subject, you have the following rights under GDPR:

• Right to be informed: You can request confirmation on whether your personal data is being processed.

• Right of access: You can access your personal data and request a copy.

• Right to rectification: You can request correction of inaccurate personal data.

• Right to erasure: You can request deletion of your data where it is no longer necessary for the purposes 
collected, or where consent is withdrawn.

• Right to data portability: You can request your personal data in a structured, machine-readable format.

• Right to object: You can object to processing of your personal data, in particular for direct marketing 
purposes.

• Right to restrict processing: You can request restriction of processing in certain circumstances.

• Right to withdraw consent: You can withdraw consent at any time, without affecting the lawfulness of 
processing conducted before withdrawal.

To exercise any of these rights, contact us at support@movcar.app or through the contact section on our 
Website. We will respond within one month of receipt, as required by Article 12(3) GDPR.

You also have the right to lodge a complaint with a supervisory authority. In Romania, the relevant authority is 
the Autoritatea Națională de Supraveghere a Prelucrării Datelor cu Caracter Personal (ANSPDCP), 
www.dataprotection.ro. You may also lodge a complaint with the supervisory authority in your country of 
residence.

11. Cookies

We use cookies and similar technologies on our Website. Strictly necessary cookies — which keep the Website 
working and secure — are always active. Analytics, functional, and advertising cookies are placed only where you 
have given consent through our cookie banner, and you may withdraw or change that consent at any time using 
the cookie settings link in the Website footer.

Our advertising and analytics tags operate under Google Consent Mode and are set to a denied state by default 
until you consent.

For a full list of the technologies we use, who provides them, where they process data, and how to control them, 
please refer to our Cookie Policy, available on the Movcar website.

12. Third-Party Sharing and Sub-processors

We do not sell your personal data. We share personal data only with the recipients listed below, as necessary to 
deliver our services and operate our website.
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12.1 Platform sub-processors

These recipients process data in connection with the Movcar platform itself:

Recipient Purpose Data location Transfer safeguard

Amazon Web Services 
(AWS)

Cloud hosting and infrastructure 
— all platform content and 
documents

European Union 
only

No transfer outside 
the EEA

Stripe Payment processing EU and United 
States

EU SCCs; EU–US 
Data Privacy 
Framework

Twilio SendGrid Transactional email delivery 
(notifications, reminders, account 
emails)

EU and United 
States

EU SCCs; EU–US 
Data Privacy 
Framework

Sentry Application error monitoring EU and United 
States

EU SCCs

12.2 Website analytics and advertising

These recipients process data collected through our public website (www.movcar.app) — principally your IP 
address, device and browser information, and how you interact with our pages. With the exception of 
reCAPTCHA and consent management, they are active only where you have given consent through our cookie 
banner, and you may withdraw that consent at any time.

Recipient Purpose Data location Legal basis

Google (Analytics, 
Ads, Tag Manager, 
reCAPTCHA)

Website analytics, advertising 
measurement and remarketing, 
bot protection

United States Consent 
(reCAPTCHA: 
legitimate interest)

Microsoft (Clarity) Session replay and heatmaps on 
public marketing pages

United States Consent

Meta Platforms Advertising measurement and 
remarketing

United States Consent

CookieYes Consent management European Union Legitimate interest

Microsoft Clarity records session activity (mouse movement, clicks, scrolling, and pages viewed) on our public 
marketing pages in order to identify usability problems. It is configured to mask input fields, and is not used 
inside the logged-in Movcar platform. Your fleet data, driver data, and uploaded documents are never processed 
by any of the recipients listed in this Section 12.2.

Full details of these technologies, and the controls available to you, are set out in our Cookie Policy.
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12.3 General

All recipients are selected based on their security and compliance capabilities, and appropriate data protection 
agreements are in place with each of them. An up-to-date platform sub-processor list is maintained in our Data 
Processing Agreement (DPA), available on the Movcar website.

We may also disclose personal data where required by law, regulation, or legal proceedings, or where necessary 
to establish, exercise, or defend legal claims.

13. International Data Transfers

We want to be precise about this, because the answer is different for different categories of data.

13.1 Your platform content stays in the EU

All platform content — your uploaded documents, vehicle records, driver records, and fleet data — is hosted on 
AWS servers within the European Union and is not transferred outside the EEA. This is the data that matters 
most, and it does not leave Europe.

13.2 Limited operational data is transferred to the United States

Some of our providers process a narrow set of operational data outside the EEA:

• Stripe (payment processing): Stripe does not offer EU-only data residency. Payment transaction data, 
including your billing name, email address, and payment identifiers, is transferred to the United States.

• Twilio SendGrid (transactional email): Email delivery data, including recipient email addresses, message 
content, and delivery event data (opens, bounces, unsubscribes), may be transferred to the United 
States.

• Sentry (error monitoring): Technical error data, which may include an IP address and the URL on which 
an error occurred, may be processed outside the EEA.

13.3 Website analytics and advertising data

Where you consent to analytics or advertising cookies on our website, data collected through those technologies 
— principally your IP address, device information, and browsing behaviour on our public pages — is transferred 
to Google, Microsoft, and Meta in the United States. If you decline these cookies, no such transfer takes place. 
See our Cookie Policy for full details and for how to withdraw consent at any time.

13.4 Safeguards

Where transfers outside the EEA occur, they are made under a transfer mechanism recognised under Chapter V 
GDPR: the Standard Contractual Clauses approved by the European Commission and, where the recipient is 
certified, the EU–US Data Privacy Framework. We have carried out the assessments required by these 
mechanisms and apply supplementary technical measures, including encryption in transit and data minimisation.

You should be aware that personal data transferred to the United States may, in certain circumstances, be 
accessible to United States public authorities.

You may obtain a copy of the relevant safeguards by contacting us at support@movcar.app. Should the scope of 
international transfers change, we will update this policy and notify affected users.

14. Profiling and Automated Decision-Making

We do not engage in automated decision-making or profiling that produces legal effects or similarly significant 
effects on individuals.
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15. The Movcar Mobile Application

This Section describes processing specific to the Movcar mobile application for iOS and Android. Everything else 
in this Privacy Policy applies to the Application as well as to the Website.

15.1 Device permissions

The Application asks for the following permissions. Each is requested only when you first use the feature that 
needs it, and you may grant or withdraw any of them at any time in your device settings. Some features will not 
work without them.

Permission Why the Application needs it Required?

Camera To photograph vehicle documents, driving licences, 
damage, service records, and vehicle condition during 
handovers

Optional — you may 
upload files instead

Photos / media To upload existing images of documents and vehicles 
from your device

Optional

Notifications To send reminders about document expiry, inspections, 
insurance, and maintenance, and to notify you of 
messages from your fleet manager

Optional — 
reminders will not 
reach you if disabled

The Application does not access your contacts, and does not track you across other companies’ apps or 
websites.

15.2 Data collected through the Application

Depending on the features you use, the Application may process: your name and contact details; your account 
credentials; images of documents you choose to upload, which may include identity documents and driving 
licences; vehicle and fleet records; expense and mileage entries; incident and damage reports; messages you 
exchange with your fleet manager; and technical device data such as device type, operating system, and IP 
address.

Where you are a driver using the Application under your employer’s Movcar account, your employer is the data 
controller for that information and Movcar acts as processor. Please see Section 3 and contact your employer to 
exercise your rights.

15.3 Deleting your account

You may delete your Movcar account, and the personal data associated with it, at any time:

• from within the Application, using the account deletion option in your account settings; or

• by contacting us at support@movcar.app, or through the contact section of our Website.

We will action a deletion request without undue delay. Some data may be retained for a limited period where 
we are required to do so by law — for example, invoicing and accounting records — as described in Section 9. 
Where you are a driver on your employer’s account, your employer controls that account and you should direct 
deletion requests to them.
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16. Data Protection Contact

Movcar does not currently have a formally appointed Data Protection Officer (DPO), as we have assessed that 
we do not meet the criteria set out in Article 37(1) GDPR. Data protection responsibilities are assigned to the 
company’s management. If you have questions about data protection or wish to exercise your rights, please 
contact:

Channel Detail

Email support@movcar.app

Postal address Limitless Solutions SRL, Str. Ion Câmpineanu Nr. 25, București, Sector 1, 
Romania

17. Language

This Privacy Policy is available in multiple languages for your convenience. In the event of any inconsistency or 
conflict between language versions, the English language version shall prevail and be the authoritative text for all 
legal purposes, except where mandatory law in your country of residence provides otherwise.

18. Changes to This Policy

Movcar may update this Privacy Policy from time to time to reflect changes in law, regulatory guidance, or our 
processing practices. Updated versions will be published on the Movcar website with the version number and 
effective date clearly indicated.

Where a change is material — for example, a new purpose of processing, a new category of recipient, or a 
change to international transfers — we will notify you by email to the address associated with your account and 
by in-platform notice at least 30 days before the change takes effect, so that you have a genuine opportunity to 
review it and to exercise your rights.

This Privacy Policy is an information notice provided to you under Articles 13 and 14 GDPR. It is not a contract, 
and your continued use of the platform does not constitute consent to the processing described in it. Where we 
rely on your consent as the legal basis for a specific processing activity (see Section 7), we will always ask for that 
consent separately, and you may withdraw it at any time.

The current version of this policy, and the date from which it applies, is stated at the top of this document. 
Previous versions are available on request from support@movcar.app.

19. Related Documents

This Privacy Policy should be read together with:

• Terms & Conditions — governing the use of the Movcar platform

• Data Processing Agreement (DPA) — governing Movcar’s processing of personal data on behalf of 
customers

• Cookie Policy — governing the use of cookies on the Website

All documents are available on the Movcar website.
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This Privacy Policy is effective as of 1 August 2026 and replaces all previous versions. It applies to all users from 
that date. As an information notice under Articles 13 and 14 GDPR, it does not require your acceptance and takes  
effect on publication.

Note: acceptance of the Movcar Terms & Conditions and Data Processing Agreement is a separate matter and is 
governed by Section 19 of the Terms & Conditions.
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